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PyKoBOICTBO 110 YCTAHOBKE

YcranoBka BerpanBaemoit OS Wive-NG

BerpanBaemast onepanuonHas cuctema Wive-NG nocrasisieTcs
Kak yYacThb almapaTHO-NPOTPAMMHOTO  KOMIUIEKCa, Oyaydu
IIPEy CTAaHOBJICHHOM Ha (UKCHUPOBAHHYIO anmnaparHyo
wiargpopmy. Pa3zpaboTunmk He HeceT OTBETCTBEHHOCTH 3a
pe3ynbTaT  CaMOCTOSITEJIBHOW  YCTaHOBKH BCTpanBaeMou
ornepauroHHoN cucteMbl Wive-NG Ha anmapatHyio miaTgopmy,
OTIIMYHYIO OT OQUIIMATBHO MOACPKUBAEMBIX U IPEIYTPERKAAET O
BO3MOKHOM BBIXOJ€ U3 CTpOs, B TOM 4YHUCIE alllapaTHOM,
YCTPOMCTBA, HE MOAJEPKUBAEMOTO OPUIIAIIBHO.

Ioak/ar04eHne MapIIPyTH3ATOPA C
npeaycranosiaeHHon OS Wive-NG

1. [ToaxnrounTe NEPCOHANBHBIA KOMITBIOTEDP, C KOTOPOTO Oy/IeT
OCYUIECTBIISTHCS HACTPOIKa, B OAUH U3 cBOOOAHBIX LAN moptoB
Mapmipytuszaropa. Ecmm  Ethernet-mopr na IIK otcyrcTyer,
MOKHO  BOCIIOJIB30BaThCs  MOAKIOUeHHMEM 1o  Wi-fi  (He
pexoMeHayeTcs Juist 3arpy3ku ooHosienuit I110).

2. [Tonkmounte kabenb ot MHTepHer-mpoBaiinepa B WAN
MOPT MapUIPyTU3aTOPa, €CIU TAKOBOW MMEETCA U MPELYCMOTPEH
TonoJyioruei Bamein cern.

3. [Toakmrounte mapuipyTuzatop k cetu 220V amantepom u3
KOMIUIEKTAa IIOCTaBKM (HE€ PEKOMEHJYETCS  HCIOJIb30BaTh
CTOPOHHUU aJanTep W/WIW ajantep ¢ HOMHUHAIOM, OTIIMYHBIM OT
IITATHOTO).



Hacrpoiika paoodero mecra (ITK)

ITo ymonuanuto IP agpec mapuipyruzatopa 192.168.1.1 ¢ mackoit
nojceru 255.255.255.0.

st Toro, 4ToObl KOMIMBIOTEP MOIYYUJ CETEBble PEKBU3UTHI OT
MapIIpyTHU3aTOpa aBTOMATUYECKH, HEOOXOIUMO BKIIIOUUTH OMIUIO
«Ilomyunts [P-agpec aBTOMaTM4eckw» B HACTPOMKAX CETEBOIO
nogkimroueHust [IK (8 OC Windows maHHyr0 HaCTpOWKY MOXHO
IPOU3BECTH, HAXKAB HA MOAKIIOYEHHE T10 JOKAJIbHON CETH MPaBO
KHOMNKON MbIlM, BbIOpaB CBOMCTBa, a B OTKPBHIBLIEMCS OKHE —
[Tpotokon UuTtepuera Bepcuu 4 (TCP/IPv4)).

Ceoiicrea: Mporokon Mnrepreta seporn 4 (TCP/IPvE) M

Cbwme | ANETEPHETHSHAR KOHDI YPELA I

MNapaxeTpol [P HOryT HasHaUaTECA ABTOMATHUSOKH, BCNM CBTh
NoggepHHSaeT 3TY BOIMOMHOCTE. B npoTHEHoM CcnyYae napaMeTpel
IP HOMKHO NOAYYXTE Y CETEBAMD AAHMHMCTPDATODA.

@ Donywate IP-agpec asToMaTHNECKH

71 MONone30BaTE CREAYIOWMA IP-aapec:

| MCNONESOBATE CREAYIOWME Aapeca DNS-cepaepos:

MoaTEEPAWTE NBPaMET Pl NPW BIXO4E




IMoakarovyenue k web-unrepdeucy
Mapuipytu3aropa Ha 6ase OS Wive-NG

Jlns Hactpoiiku mapmpytu3atopa depes WEB wuHTEepdeiic B
MOJKETE WCIIOIh30BaTh OJIMH U3 JOCTYIMHBIX HHTEPHET-Opay3epoB:
Chrome, Opera, Mozilla Firefox, Internet Explorer, Safari u np.
Jis noctyma K uHTEpQeEicy ympaBlieHHs MapHIpyTH3aTOPOM
OTKpoiiTe BeO-Opay3ep U B aJpPECHON CTPOKE BBEAUTE aJIpPec
192.168.1.1 , naxxmure Enter. [losBUTCS OKHO BXO/a B CUCTEMY C
npemioxxenrem Beectd Jlorun u IlapoJisb.

Norad | Userl |

nap{mb R

Bontu

Jlorun u nmaposns no ymonuyanuio: Admin /Admin (¢ 607b1110#
OyKBBI).

Jlist yno6cTBa nosib30BaTenis, MpeaaaraeTcsl BbIOpaTh pyCcCKUi
s13bIK HHTEp(eiica. [[s 3Toro Ha OTKPBIBIICHCS CTpaHUIIS
HeoOxonuMo ykazath Russian B pazznene Select Language, u

3areM Haxxatb Apply:

@ Router Wive-NG-MT - opensource firmware to make your life better.
] Operation Mode
#-_) Network Settings

#-{_] Wireless Settings

#-{_) Firewall

#-{_] Services 1
i

Select Language

English Ml | Apply | 2
English }

l Russian
Status
Management

{_) Administration
] Logout




OoHoBjieHue BecTpanBaemoit OS Wive-NG

[Ipy nmepBOoM BKIIOYEHUH YCTPOMCTBA >KEJIATEIBHO IPOU3BECTH
obonomienue 110, 4yTOOBI HE MPOMYCTUTh KPUTHUYHBIC MPABKU U
HOBBIN (yHKIIMOHAN, qobOaBieHHble B 110 mocie mpou3BoacTBa

YCTPOWCTBA Ha 3aBOJE.

[TpoBeputs Hannure HOBoW Bepcuu 11O MOXKHO 1O CCBLIKE:
https://sourceforge.net/projects/wive-ng/files/

HeoOxomumo  BeIOpars  (haiin, cooTBeTcTBylommii  Bareit

anmapatHoi margopme. B HacTosmmii MOMEHT OQUIMAIBHO

noJiIepKUBaeMoil  siBnsieTcst  BeTka  Wive-NG-mt. Jloist
OOHOBJICHHSI HEOOXOAMMO WCIIOIh30BaTh UMEHHO TOT (haiis, ums
KOTOpOIO  COOTBETCTBYeT  Bamel  moaenu  yCTpoMCTBa
(uH(pOpMAITUS O MOJETN CKOPEE BCETO COACPIKHUTCS Ha CTUKEpE,
pacIoIoKeHHOM Ha HI)KHEHN yacTu ycTporicta). Hanpumep, eciu
Bbl ucnonb3yere rurabMTHBIN ABYXAMANA30HHBIN MapLIpyTU3aTOP
SNR-CPE-MEI, T0 HeoOxoaumo BBIOpaTh (ailyl, UMsi KOTOPOTO
HaunHaercsi ¢ SNR-CPE-MEI1 (/).

Home / wive-ng-mt

J Parent folder

r__ltest-nnly < 22 hours ago 6
SNR-CPE-WI2-MT-MT7620-2T2R-8M-IN Z.S‘ZO.RU 113)52018.hin z... 2018-05-10 6.7 MB 3 @
SNR'CPE'\V4N"AT’MT7620'2T2R'8MUIJiH.Zip 2018-05-10 6.7 MB 106 @
‘RNRVCFI’E7W2NV‘AT7MT762072T2R—4M‘7.3.20.F\‘U‘l‘_OS:O‘l&‘bin.zip 2018-05-10 3.3MB 4 @
5(3HZ—‘4TrMT7621—‘4T?603—VIT76‘_C—1T‘_R7‘_éM—.‘. 2018-05-10 9.5 MB 5l @
SNR-CPE-MD1.1-5GHZ-MT-MT7620-2T2R-MT7610-1T1R-5GHZ-...  2018-05-10 7.1MB 3 @
SNR-CPE-MD1-5GHZ-MT-MT7620-2T2R-MT7610-1T1R-5GHZ-8...  2018-05-10 7.1MB 5L @
SNR-CPE-AP2-5GHZ-MT-MT7620-2T2R-MT7610-1T1R-5GHZ-8M... 2018-05-10 7.1MB 0 @
SNR-CPE-AP1-MT-MT7620-2T2R-8M-AP.7.3.20.RU.11052018.bin....  2018-05-10 6.7 MB 1 @
Totals: 9 Items 54.3MB 133



https://sourceforge.net/projects/wive-ng/files/

[TomuMo Mojnenu ycTpoHCTBa, HaMMEHOBaHME (ailla COAEPIKUT
Bepcuto [1O (2) u pary penusa (3). UToObl y3HATh TEKYIIYIO
YCTAHOBJIEHHYIO  BEpCHIO, HEOOXOAMMO BOWTHM B  paszen
ApmMunuctpupoBanue — Craryc, nu00 BOCMOIbB30BATHCA
obicTpbIM mepexofoM K Crartycy (4) co CTapTOBOM CTpaHHIIbI
MaplpyTu3aropa (CChbUIKa pacloiokeHa MojJ OJIoKoM BbIOOpa
s3pika). B 61moke Mndopmanus o cucreme ykazana Bepeus I1O.

@ Mapwpyrusatop CocTosiHMe MapLipyTusatopa
) Pemum pabotsl
HacTpoliky ceTn Caopan nHbopmalma o coctosmun oBopyaosaHua

©

# HacTpokikn pagno [NA KOPPEKTHEKTHOMD CB0Pa CTATHCTHKM HYXKHO ELIKNMIOWMTE pesknm NAT officad. MoxanyAcTa, oGpaTuTe EBHUMaHKWE, YTO OTKMIO4EHNE NA
#-{_) CeTtesoi akpan offload NpMBBABT K YBENMUBHWID HATPY3KK HA NPOLECCOp
+

" YNpaeneHue WHropmauyua o cucteme
Bepeun N0 7.4.8.RU.28052018

) CucreMHuii xypHan
{) WcTopua sepchid
{7) Coxparims u nepesarpysirs | POROARATENLHOCTE paboTe: 15 gHed, 2 uaca, 12 musyT, 39 cexyHn

) BbIXOJ W3 CHCTEMD! Mnargopma MT7620 2T2R 2.4GHz, MT7610 1T1R 5GHz, 100FDX

CHCTEMHOE BPEMA 20-08:34 12.06.2018

Baxuno: [1O Oyner ckaueno Ha Bam IIK B Bume .zip apxwuBa.
Heob6xomumo u3Bieus .bin ¢aiiia npommBKY, CeIaTh 3TO MOXHO C
MTOMOIIIBIO JTF0O0TO ycTaHoBieHHoro Ha Bamr [TK apxuBaropa.

Jlst 3arpy3ku HoBoM Bepcuu [10 Ha MapiipyTuzarop He0OXOAUMO
BOMTH B pa3ien AAMHMHHMCTPHpPOBaHWe — YIpaBjeHHe web-
uHTepdeiica MapmpyTuzaTtopa. Takke, MOKHO BOCHOJIB30BATHCS
OBICTPBIM  TEPEXOIOM CO CTapTOBOM  CTpaHMIIbI, Ha)XaB
YupaBienune (5) (CChUIKa pacroyiokeHa MO OJIOKOM BBIOOpa
s3bika). B 6moke O0HOBIeHMe npomnBKH BhIOpatTh Ha [1K panee
CKaueHHbIH .bin daiin, Haxxath OOHOBUTD.

— Brifop Azkika

Russian ¥ | NpymeHute |

Craryc
¥npasneHwe

L% I =9




) Pesm patote

#-{_) HacTpoiiku cetn BuifepuTe A3bIK Russian v MpUMeHnTE

£+) HacTpoitien pauo

-] Cepauckl Norun MNapons MonTeepxaeHne
" AOMUHWCTPaTOP Admin
{J Cratyc Moncsoeartent. User

! {) CucTemMHuIA ®ypHan
{) WcTopus sepcuii MeHemxMmeHT

L CoxXpaHWTe W NEPE3arpy3nTs
0 Coxp pesarpy: TMpumesTs OcTassTe napons nycTsIM, YTODE 3BNPETWTE 10GTYN

{] Bbixoa w3 ccTeMbl
‘OGHOBNEHWE NPOWHEKKH
# 3ameHuTe (o6GHoEKTE) RWFS
Wma darna: Bribepute chann |SNR-CPE-. 2018 bin

HoBbIE BEPCVM NPOWMBKMA AOCTYNHE! Mo cosinke: hitps://so net/proj i jve-ng-mtf
MNepen yCTaHOBKOA PAcNakyWTe NPOLLKBKY W3 apxuea!

Wmn chaina: lw‘ ®ain He subpan \m/
‘CoxpaHWTL HACTPOHKM B thain CoxpaHnTe

3arpysuTL HACTPOWKN 13 thaina || Beibepure hann | ®ain He seibpan Barpysuts.
COpoc Ha 3aB0ACKHE HACTPOAKM COpOCUTE

[Tocne nHaxatwsi OOHOBUTH, Ha DKpaHE TOSBHUTCS CIY>KEOHOE

COOOIIIEHNE U TaiMep, BEIyIIHil OTCUET JO OKOHYAHHS Ipoliecca
oonorenus I10.

1
Napone NogTeeproeHWEe

OBbHoBNEHME
NPOLWKBKH...
NMoxanyiicTa, He
OTKNHOYanTe M HE
Ocrasere n nepesarpyxanre

MapLpyTH3aTop.
80 |

015 .bin OEHOBWTE

Baxno: Hu B koem ClIyqac HC CJICaycCT o0ecTounuBaTh M

nepe3arpyarb YCTPOWCTBO B TIPOILIECCE OOHOBICHHS, T.K 3TO
MOYKET MPUBECTH K KPUTUICCKUM OITMOKAM BILUIOTH JIO BBIXOJA M3
CTpOSL.

Ilepeuenp IpaBOK, BHECCHHBIX B KXY BEPCUIO, WIH
Changelog, noctyneH B pasjesne AAMHUHUCTPHPOBaAHHE —
HcTopus Bepcuii.



PykoBOACTBO MOJIb30BaTEJIs IO OBICTPOM
HACTPOIKe

BaskHo: no 3aBeplICeHNH HACTPOEK Ha KAKION CTPAHUIIE, HE
3a0bIBaiiTe HAXKATh «[IpUMEHUTB) 1JISI MOATBEPKACHUS U
NIPUMEHEHNS] BHECEHHBIX U3MEHECHUU.

H3meHenue PEKBU3UTOB 110 YMOJTYAHUIO

Berpansaemas OS Wive-NG curnanmsupyer, eciiv HCHOIb3YI0TCs
PEKBHU3UTHI [0 YMOJTYAHUIO JJIs JOCTyNa K uHTepdeiicy
yIpaBJeHUs U/Win OeCIPOBOHOM CETH, a TaKkKe — €CIIU
mmdpoBanne Wi-fi ceTH MOIHOCTHIO OTCYTCTBYET.

PeKkoMEHOYETCA W3MEHWTE Naponk GOCTYNE K MapLUPYTU3aTOpPY. MepedtH

PeKoMEHOYETCA BRICTARMTE LWWDPORAHUE W/MNK M3MEHUTE Napons BECNPOROOHOR CETH. MepeATH

Kuonku «HepeﬁTn» IMO3BOJIAIOT COBCPINUTDH 6BICTpBII71 IICPEXOa K

COOTBETCTBYIOIIUM OJIOKaM HacCTpPOEK.
[Tocne cMeHbl MO0 YCTAaHOBKU PEKBU3UTOB OMOBEIICHUS OYyIyT

CKPBITBHI.

Hacrpoiika HHTEepHeT COeAMHEeHU

Jlist pa®oThI B CETH omeparopa CBsI3U HEOOXOAMMO HPOU3BECTH
HAacCTPOMKH B COOTBETCTBUU C JAHHBIMH, YKa3aHHBIMU B JIOTOBOPE
C MHTEpHeT-npoBaiinepoM. YToO HayaTh HACTPOMKY, HEOOXOAUMO
nepeiitu B pasnen Hacrpoiiku cetm — Hactpoiikm WAN u
BoiOpare Tunm mnoakarouenus WAN B 3aBUCHUMOCTU OT
TEXHOJIOTMH NPEJOCTABIICHUS YCIIyTH:

- DHCP (aBTomMaTH4eckasi HacTpPoiKa), eciiu Bam nposaiinep
aBTOMAaTHYECKH BbIJIA€T CETEBbIE PEKBU3HUTHI. Kak mpaBuio, BBOJ



JONIOJTHUTEIBHBIX IaHHBIX He TpeOyeTcs (€CiIM MHOE He YKa3aHO B
JIOTOBOPE C MHTEPHET-IIPOBANIEPOM).

- STATIC(¢puxkcupoBannubiii IP), ecim Bam npoaiigep
UCMOJb3YeT CTaTHUECKYIO aJpecainuio A padoThl B CETH U He
ucnons3dyer DHCP. Heobxonumo ykasares IP address (IP anmpec),
Subnet Mask (Macka noaceru), Default Gateway (Illmro3 mno
YMOJIYaHHIO) B COOTBETCTBHH C IOTOBOPOM.

- Zeroconf(06e3 HacTpoiiku) — eciu Bam mnposaiinep ans
paboThI B ceTU HCcHob3yeT Tosibko VPN nonkitoueHue. YkazaHue
JONIOJHUTEIbHBIX TAPAMETPOB HE TpedyeTcs.

i MapwpyTsatop HacTtpoiikn Wide Area Network (WAN)
) Pexum paGoTel
i Bbl MOKeTe B5/6PaTH THN NOKMUSHIA, KOTODSIA NPKMEHAM K BALLIMM YCNDBUAM. TAKKE Bkl MOKETE MMEHUTE NApaMeTpsl ANA
S Tacrpomir AN BuIGpaHOro THNa NOAKNIKMERNA
1) HacTpoikn IPve
{3 Hacrpofikn VPN Mogkniouenne WAN
{) Hactpoiikn VLAN STATIC (dhukcipoRansem [F) ¥
) HacTpolikn KouMyTaTops
3 MapupyTusstun DHCP (asrowamsccxan recrpoica) NN
1) Kauectso oficnywwvsaHns IP agpec _zgmmnf (Be3 HacTponKku) |
1) Xot-cnot
#-{) HacTpoitkn pagmo Macka nopiceTs 255.255.255.240
#-_) CeTeBoi 3KkpaH
— LUNios No VMONYaHuio 79172 45199

B Gnoke JlomosHUTebHbIE HACTPOMKHM HEOOXOAMMO YyKa3aTh
angpeca DNS cepBepoB ymb0 cHath Quar Ha3zHauuTh
cratudeckne cepsepa DNS mid aBTOMaTHYECKOro MOJyYEHUS
agpecoB DNS ot mnposaiinepa (IOCTyHmHO TOJBKO MJIs TUIA
noaxroueHust DHCP).

Crarudyeckoe HasHayeHue DNS cepBepoB 1omyckaeT nBa
BapHaHTa:

- BpyuHnylo, B 3TOM ciydae HeoOXoaumo BBecTH aapeca DNS
CEPBEPOB, YKa3aHHBIE B JOTOBOPE C MHTEPHET-IIPOBAIIEPOM:

OononHATENEHEIE HACTPOAKK

3anpoc IP ot DHCP (onuWoHansHo)

WoeHTudhmKkaTop THNA YETRORCTES (oNUWOHANLHO)

WAN MTU | ABTOMETUHECKK M|
I HaznauwTi cTaTtuueckwe cepeepa DNS II

Npodgwmns DNS | Bpy4Hyto T

OcHoexow DNS 5888

AnkTepHaTHERHEIA DNS 8844

Exntounte NAT td
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- Bribop omgHoro w3z poctynmHbix mpodmiaei oOmagnbix DNS
cepBucoB (Auaexc, Google, SkyDNS u T. 1.):

Npodwmns. DNS
Bpy4Hyr
Google DNS
Yandex DNS
Sky DNS
Open DNS

OcHoeHon DNS

ANLTepHaTHEHLIA DNS

BrnrounTe NAT

AdGuard DNS

Hacrtpoiika VPN

Ecnu oneparop npenocraBisier yciyry ¢ MCnoyib3oBaHueM VPN,
TO MPOU3BECTU COOTBETCTBYIOIME HACTPOMKH MOYKHO B pasfelie
Hactpoiiku cetm — Hactpoiiku VPN. Jlns 3amycka ciryxO0b
HeoOxomuMo B3BecTH ¢uiar  Bkiarounts VPN. Jlanee B
COOTBETCTBUHU C JOTOBOPOM HeoOxomumo BbiOpath Pe:xxkum VPN
(PPPoE, PPTP, L2TP) u BBecTU yKa3aHHbIE B JOTOBOPE JaHHBIE.
Baxxno: ecnu oneparop wucnone3dyer PPPoOE He B cBs3ke
PPPoE+IPoE (DHCP), HeoOxonumo ykazath «Uuctbiii PPPoOEy.
[Tpu Haxkatuu IIpuMeHUTH M MOAKJIIOYMTH, COeIUHEHUE Oyner

CTaHOBJIEHO.

4 MapuwpyTusatop
{) Pexwum paGoTel

{3 Hacrpoiin LAN

HacTtponka VPN(Virtual Private Network)

3Ta cTpaHHLa UCNCNBEIYETCA ANR HacTpoAka VPN(Virtual Private Network) TyHHENA Ha mapLipyTwaarope.

1) Hacrpoiikm WAN
{) Hacrpoiiku IPv6

1) Hacrpoikwn VLAN
Pexwm VPN:

1) Hacrpoiikn koMmyTaTOpa
1) MapwpyTthsauns Wurepdpeic ana PPPoE:
{) KauecTso ofcnywuBaHus
1) Xot-cnot

#-{_) HacTpoikn pagwo

4{) CeTenoit skpaH

KnueHT PPPoE ¥

KnueHt PPPoE
Knnent PPTP
Knuent LZTP
Astopuaauus KABINET

BRIKNIOYEH

Wnn cepaepa:

WmA cepenca:

4] Cepauchl MeToqn aBTopH3aLKK: ABTOMETUHECKW v
BHO) AnMMHUCTDUDOBaHNE ¥mMA nonLsosatens vpn_user
] Beixog u3 cucTemMbl
Napont
MTU/MRU ABTOMETAHECKN .
Winte3 no yMonuaHH0 BrntunTe .
WHrepean LCP axo-3anpocog: 25 v
OwwGok LCP 3xo-3anpocos: 10 =

OononHUTENLHLIE HACTPORKH

PaspewnTe MPPE
BKANIOUMTL oTRaaKy

¥ ApanTHenbid LCP uHTepBan

I FIpMMEHMTS ¥ NOKNIOMATE |‘

# Monyuat. DNS ot cepeepa

“ Brmounte NAT

¥ YucTei PPPOE

Otmeruts | Chpocats




Hacrpoiika IPv6
Ecan Bam nHTepHET-nipoBaiaep npeaocTtaBiseT goctyn no IPvo,

COOTBETCTBYIOIIIME IapaMeTpbl MOXHO HACTPOUTb B paszene
Hactpoiiku cetn — Hactpoiiku IPv6. B 3aBucumMoctu OT cxembl
MPEIOCTABICHHSI YCIIYTH OIEpPaTOPOM, HEOOXOAMMO BBIOPATh

Pexxum padorsl IPv6:
- Tynnean» 6to4 c ykazanueM Ajpec cepBepa B OJOKe

Hacrtpoiika TynHens 6to4

HacTpoitku IPv6

¥ MapwpyTtnsatop
() Bexun pafiary

E—HacTpoikn ceTH

{3 Hactpoikn LAN

Tun nogknoyerna IPvE

) Hacrpoiiu WAN
y[facrooiun 1Pve Pesam paGorut IPvE Tynrens 6TO4 g

{
{

{3} HacTpoitku VPN Pa3pewuTs ACCTYN & NOKANLHYIO CETE M3 HHTEPHETA

1) HacTpoiikn VLAN

{) HacTpoiikn KoMMyTaTopa Hactponka TysHens 6tod

{ 1 TP“’PWWE:“” Appec cepaepal 192.88.99.1

- IIpsimoe nUHAMHYeCKOe WM CTATHYECKOe MOAKIIOYCHHE

[To ananormm c¢ Hactpoiikoit WAN, HeoO6xomumo B3BecTH (hiar
ABTOMaTn4yeckass Hactpoiika IPv6 uepes DHCP/RA, eciu
OIepaTop aBTOMATUYECKH OTAaeT ceTeBble pekBU3UTHl 10 DHCP,
1100 CHATH ¢uar u BpydHyro BecTH [Pv6 pexkBHU3HTHI, yKazaHHBIE
B fgoroBope, B 6ok HacTpoiika ctatnyeckoro IP.

¥ Mapwpytusatop HacTpoitku IPv6

[)_Pexnm patiote:
B
1] Hactpoitki LAN Tun nogxniouernn IPvE

{] Hacrpoiikn WAN
I Hacrpoikn 1Pve) F)MM paBoTul IPVE I MpAMOE JHHAMKHYECKOE MNY CTATWYECKOE NOAKMHYeHWe ¥

) Hactpoitkn VPN [peTomaTuueckan nacTpoka IPvé uepes DHCPRA | [ U]
1) HacTpoitkn VLAN

{) Hacrporikm KommyTaTopa
{

1

{

PaspewwmTs AOCTYN B NOKANLHYIO CETE H3 HHTEPHETa

) MapwpyTusauus MTU AsToMaTiueckn ¥
) KauyecTso obcnymnBaHHs
Y Xor_chor Hacrpoﬁka cratnueckoro IP

#-{) Hactpoiikn paano LAN IPv6 agpec / MNpedukc nogcetm 2a02:2560

() Cetesoh axpan

- Cepeincal WAN IPv6 appec / Npedurkc nogceTn

{7 AIMMHMCTPUPOBaHME

LLMKG3 MO YMONEaHHIO
] BeIX0A W3 CUCTEMBI
2001-4860-4860-:8883

Ocroaton DNS

AneTepHaTheHElR DNS 2001:4860:4860::8844

Cepaucui IPV6 Ans nokanLHom ceTin

ABTOMAaTUYECKH BLIAABATL KnheHTam IPvE anpeca (radvd) || OmwmioumTs ¥ | |O cepauce... OTKNKYEHO
xnnexTam DI (dhcpés) || OTRNIHUTE ¥ | |Ocepauce aTHINIKuEHD

niansss OThEHT | CARACUTH

Kondurypammro pabotrer [Pv6 B 1OKambHOW CETH MOXKHO
npousBectu B 61oke CepBuchl IPv6 115 J1okanbHOM ceTH.
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becnipoBoanas cerb

BcerpanBaemas OS Wive-NG mnpenHazHaueHa ajis paboOThI Kak
onHoauana3oHubix (2,41T) , Tak 1 aAByxauana3oHHbix (2,41 T +
5TTu) wi-fi ycrpoiicts. [Ipu HacTpoiike ycTpolCTB, padOoTaOMUX
Ha vactore 2,41 T 6e3 momgmepxku SI'T1, mapamerpsr SI T He
otoOpaxkaroTcsi B web-unrepdeiice.

Co3nanue 0ecnipoBOIHOM CeTH
Jlnist co3nanms 1 0a30BOM HACTPOUKHM Wi-fi HEOOXOAMMO TTepEeTH B
aznes Hactpoiiku pagno - OCHOBHBIE.

4 MapwpyTnzatop OcHoBHble HacTpoikn Wi-Fi
1) Pexwm padoTsl
- HacTpoiikn ceth

[AnR HaCTROUK ToHE AOCTYTIA RUCTATOHHO 33RaTh Hassarhe caT (SSID) n exbpaTh kanan.

i
[J[Ccrosriue]
u AxTHBHBIE NOAKNKOYEHHA

= CeTesoil axpan Pexoim pabotu (2,4Mu) Cmewannwi 11g/in ¥ BSSID: FB:FD:B2:84:57:D6  Kawan: 3

=7 Cepaucul MowmnocTe nepeaarymka (2.4GHz) 100%: T
E{J] AIMAHUCTPUPO
1] BuIXD M3 CHCTEMBI 2

Kawan (2,4TTu) 2422MHz (Channel 3) '| Crak. |3 1

Secnponoaan cer. S

Pexm pabotul (5GHz) Cwmewanswi 11alanac ¥ BSSID: FB:F:BZ.EE:BE48  Kanan: 44

MowsnocTe nepegar-uxa (5GHz) 100% v

2

Kawian (5MTu) 5220MHz (Channel 44) vI Crak. | 3

basoBast HacTpolika BKJIFOYAET J[Ba dTara:
Pu3nyeckKkoe BKINUYECHHE U HaCTpOﬁKa PEKUMA

padoThLI paaoOMOIyJIA.

Jlns Havanma paboThl HEOOXOAMMO BKJIKYMTHL (/) HEOOXOAMMBIMA
paauoMoyiib B Oiokax HacTpoiiku becnpoBoanasi ceth 2.41'T'n
nu becnpoBognas cerb SITu (ecnim  nmoctymen). Ha
JIBYXJIMAMa30HHbIX YCTPOMCTBaX BO3MOXKHA paboTa Kak OJHOTO,
TaK U 000UX paAHOMOYJIEH OHOBPEMEHHO.

Kanan (2,4I'T'w / SI'Tu) — KOHKpeTHas 4acTtoTa, Ha KOTOPOM
Oymetr pabotath paguomonyib (2). MOXHO BOCIOJIB30BaThCS
aBTOBBIOOPOM JIMOO yKa3aTh KaHaj BPY4YHYIO, BHIOpaB OJUH U3
MEHee 3arpyXeHHbIX. Hcronb3yiiTe ckaHupoBanue (3) s
OIpezieNIeHus 3arpy3Ku paauodgpupa.
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Kanan (2,4Tu) | 2422MHz (Channel 3) ¥ | CraH.

| convex120

L.Zakolyukin. i:burg_Eugene

Kanan SsID WuporkoeewarensHLIA SSID Be3zenacHoeTL CwrHan | 802.11 Tun
. 3+7 02:12:6F . CB-A4:04 WPAZ-PSK 100% B/GIM In
. 1 Convexi12 G4:E6FC:CB431E WPA-PSK BE% B/G In
. 1+5 TP-Link_119 TCBB:CAB4BE9A WPAZ-PSK B1% B/GIM In
4 convex120 E&:37 TASAGD: 16 WPAZ-PSK 29% B/GIM In
[ Alex ED:3F:49:D0:B1:CC WPA-PSK 20% BIGM In
. M+7 TP-Link_106 TO:4F:57:50:D8:84 WPAZ2-PSK 20% B/GIM In
. 1M0+6 my sahara E&8:37-TA:8Z2:05:ED WPAZ-PSK 15% B/GM In
. ] ZyXELO1 SET.FO47T:63:C0 WPA-PSK 15% B/GIM In
. 10+6 Convexi04 6A:28:50:86:B4:38 WPAZ2-PSK 10% B/GIM In
4 Eburg_Eugene 38:05:47:0D:AC:EC WPAZ-PSK 5% BIGMN In

BaxHo: HEKOTOpBIE KIMEHTCKHE YCTpPOWCTBA (CMapTQOHBI,
HOYTOYKM M T.]I.) MOTYT HEKOPPEKTHO paldoTaTh Ha KpalHHX
kananax (1,11-13 B 2,4ITr). Ilpu obHapykeHUU TPOOIEMBI C
MOJIKJIFOYEHHEM OIHOIO ycTpoilcTBa Ha (oHe OecnpoOieMHOR
pabotel wi-fi cetu B 1eNIOM, pPEKOMEHAYETCs MonpoOoBaTh
MCII0JIb30BaTh KaHAJI U3 CEPEANHbI AUAla30Ha.

Baxno: Hexoropble KIMEHTCKHE YCTpoicTBa (CMapT(OHBI,
HOYTOYKM M T.JI.) HEKOPpPEKTHO paboTaloT C MIMPUHON KaHama
80MI'. B cnydyae BO3HHUKHOBEHHS TMpOOJIEM C  OAHHUM
YCTPOMCTBOM Ha (OHE KOPPEKTHOM paboThl OCTaNbHBIX,
nonpoOyiite m3mernth Lllupuny kanana (SGHz) na 20/40MHz B
omoke Pacimmpennsnie HacTpoiikn Wi-Fi.

= PacwmnperHtie HacTponkk Wi-Fi

WwnpuHa kasana (2. 4GHz) | 20/40MHz T

Wwnpuxa kaHana (5GHz) | 20/40/20MHz ¥
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Hacrpoiika SSID u 6e3onacnocTu wi-fi cetn

Jns cozmanusi ceredt wi-fi, K KOTOphIM OyayT MOJKIIOYATHCS
KJIMEHTCKHE YCTpOWCTBa, HeoOxoauMo yka3atb HWMms cern
(2,4I'Tu / SI'T) (/) B 6noxke Hactpoiiku paano — OCHOBHbIE
— Hactpoiikn SSID. B sTtom xe paznene 10CTynHbl HACTPOWKHU
M30JISIIIAH OECTIPOBOAHBIX KiMeHTOB U SSID.

Baxno: [y neyxnanana3zoHHbIX yeTporcTB SSID MoryT OBITH Kak
OIMHAKOBbIE, Tak W pasHble. OnHako, ecau Bel 1uranupyere
ucnons3oBath Band  Steering, ToO HeoOXoAMMO  yKa3aTh
oxuHakoBwie SSID.

4 Mapwpytuzatop OcHoBHbIe HacTpolkn Wi-Fi
) Pexwmm paboTsl
{7 HacTpo#ku ceth
5

1] AKTHBHBIE NOAKNHYEHHA
=] CeTesol 3xpax

E-{] Cepeuchl MowHocTe nepegaTymka (2.4GHz) 100% ¥
F{_] AIMHHNCTPUPOBaHNE

[ns HacTpoiksM ToHIM AOCTYNA AOSTATCHHD 3a3aTL HazsaHwe ceTn (SSID) v eubpatt kanan.

Pexvm paborul (2,4Tu) Cuewannwi 11g/n v BSSID: FB:F0:82:84:57:06  Kawan: 3

() Bhixoa M3 cHCTEMBI Kaman (2,4MTu) |2422MHz (Channel 3) ¥ || Cran. |
Pexwm paborui (SGHz) CumelwaqHwi 1alanfac ¥ BSSID: FB:F0:82:EE:BE48 Kanan: 44
MouusocTe nepeaarka (5GHz) 100% v
Kaman (5MTu) |5220MHz (Channal 44) ¥ || Cran. |

HacTpoiku SSID

| KnuenTml Broadcast -
Hma ceTn CKPLITEIA OeAcTene
HaonupoeaH | Msonupoean
WiCat

Wmn caTi (2,4My) NoBarurs
1

Wuam caru (SITU) WiCat

Pesxim MBSSID 24GHz v

Waonmuwn SSID mexay coboi OtkniomTs v

BuiGop SSID [Wicat v|| 2

Pexim GesonackocTh WPAZ-PSK (Personal) M E

WPA anroputa 4 |laes v

Kniosesan dpaza ER (omofipasums) | 6

MuTepsan caensl kniova 3600 cexyHA (ananasos: 10 - BE400)

CrnenyromuM 3TanmoM  HEOOXOOMMO HACTPOUTH  MapaMeTpbl
6e3omacHocTu OecnpoBogHBIX ceTeil. B pasmene Hactpoiiku
paauo — OcHoBHble — [losMTHKH 6€30MaCHOCTH HEOOXOIMMO
BbIOpath Bam SSID (2) (B ciydyae Heckonbkux co3aanHbix SSID,
T.e npu ucnonb3zoBaHuu pexuma MBSSID, yxazeiBaercs SSID,
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KOTOpBIi BbI mianupyere HacTpanBaTh MpsSIMO ceidyac) U yKaszarhb
pexuMm OeszomacHoctu (3). B cnenytomem Onoke Hactpoiiku
paauo — OcHoBHble — WPA ykazate WPA ajaroputm
(amroput™m mudpoBanus) (4). Mbl peKOMEHJyeM HCIOJIb30BaTh
Pexum OezomacHoctn - WPA2-PSK B cBszke ¢ WPA
anroputMom AES, kak Hanbonee 6e30macHbIN Ha CETOTHSAITHUN
JICHb.

Baskno: CmenranHple peKUMBI JIOMYCTUMBI JIMIb TPU HATAYUU
KIIMEHTOB, He ojiepkuBatommux WPA2 / AES.

B xadecTBe kiro4eBoii gpasbl (maposs 11l TOAKIIOUeHUS K Wi-fi
cet) (J5) peKOMEHAYyeTCs HCIONb30BaThb  KPHUMNTOCTOMKHUE
KOMOWHAITUU JITTMHOW 0oJiee 8 CHMBOJIOB, BKITFOYAIOIIHE ITUMPHI U
OYKBBI Pa3JIMYHBIX PETUCTPOB, HE COJIEPIKAIIUE CIIOBAPHBIX CIIOB.
Eciu Bel 3a0buin maposib, €ro MOXHO OTOOpa3uTh, B3BEIs
COOTBETCTBYIOIIUIA (rar (6).

Moateepaute geiicTere Ha 192.168.1.1:8080:

Exumannel

BriGpad pemum © HUSKUM YPOBHEM GE30NacHOCTI.
PerkomeHgyeTcA wcnonk3oeate pexim GesonacHoctn WRAZ-PSK
(FPersonal) wnn WPAZ (Enterprise).

YetaHoeuTe pexan WPRAZ-PSK (Personal)?

[Ipy mepBOM BKJIIOYEHHWH, JUOO TPU HE ONTUMAIBHBIX
napaMerpax 0€30MacHOCTH, CHUCTEMa TMPEIOKUT BKIYUTH
WPA2-PSK Kak PEKOMEH1I0BaHHBIN PEXKUM. st
aBTOMAaTUYECKOr0  NPUMEHEHUS  ONTUMAIbHBIX  HACTPOEK
nocrarouno Haxath OK. Ilpu HeoOxomumocTH, JTaHHBIC
HACTPOUKH MOXXHO OYZIET OCYIIECTBUTH MO3KE BPYUHYIO.
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MOHUTOPHHI NOAKJIIYEHHBIX YCTPOHCTB
YToObl MOCMOTPETh NEPEUEHBb YCTPOMCTB, MOAKIIOUEHHBIX K Wi-fi

CeTH, BKJIIOYAsl TEXHUYECKUE JAHHBIE O PEXKUME MOIKIIOYCHUS
KJIIMEHTCKOTO YCTPOMCTBA, HEOOXOAMMO NEpelTH B paszfen
Hactpoiiku paauo — AKTHBHbIe NOAKJIWYeHust. s
MPOCTOTHI BOCIIPUATHS KJIMEHTHI, paboTatomue Ha yactore S5.IT1n
oToOpakeHbl B 3€JICHOM I[BETE; KIWEHTHI, paboTaronue Ha
yactore 2,4I'T'1 — B cuHeMm.

3 Mapwpymsatop AKTMBHbIE NOAKNIOYEHNS
{3 Peskim padorst
& £ HacTpoien

DS CrIMcoK aXTHEHLIX NOAKIOEHN#
]
& £ Cetenon Sepan AID|  MACAapec | Bpewn noaxn. |PSM | MIMOPS | MCS | BW |5GI| STBC | Pexum | Crop.nepeaan | RSSI | Kauectae Mony+./0Tnp.

(& Cepaucsl 1 | S056BFAUFBAF | 004556 | NO | YES | 15 |20MHz|NO| NO [HTMEC| 130MBuric | -58,-61| 81%,73% | 484 Kub /264 Kub

= () AQMMKACTPUDOBaKIE
() Beixon u3 cuctems

2 | 00:126FCBAGOA | 004556 | NO| YES | T |40MHz|NMO| YES [HTMIX| 135MGwric  |-68,-50 | 55%, 100% 68 KB /254
a | 1c2a2ci0sFED | oosa4e  |vEs| YES | 7 |20MHz|NO| YES [HTMIX|  eSMoumc | 62,65 | 70%,53% | 4.25MuB/ 1979 MuE [|@
2 1

206E85:841C:02 | 002204 | NO | YES 80MHz [NO | NO | VHT SBMBuTIC -84 15% | 2.65MuB 2125 MuB (|

OTEnioyMT BCex 2

cnrHana a7 -B1 -84

0% 7a% 15%

Cropocts npuemalnepepmw AaHKEx

Jlis mpocMoTpa goctynHo aBa pexkuma (/) — ba3oBwlili u
Pacmiupennslii, ommuaromuecs HabopoM — 0TOOpa)kaeMbIX
naHHbIX. [ moctpoeHus: rpaduueckoro oToOpaskeHus JaHHBIX
Mo KJIWeHTaM (Tpaduk, ypOBEHb CHUTHajda U T.J.) HEOOXOAMMO
B3BeCcTH (uiar (2) HampOTUB HY)KHOTO KJIMEHTa, JUOO OOImMiA Ha
BCEX KIJIMECHTOB.

I'padux Oyzmer mocTpoeH B HMKHEW yacTH okHa. Jlis ynoOctBa
MOJKHO YKa3aTh:

- Tun rpajguka: aHanu3upyeMblid TUM JAaHHBIX (CKOPOCTH IpUEMa
W/WIM  Tiepeladd, CyMMapHasi CKOpOCTb, YPOBEHb CHUTHAJIA,

KaueCTBO CUTHaIa, HOMUHAJIbHASI CKOPOCTH MOAKIIOYECHHS])
- Bpems rpagmka: ot 1 MUHYTHI 10 6 4acoB, 1100 3a BCE BpeMs.
- Exununbl usmepenusi: Mout/c wim Kout/c
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Mpathvk nogknoYeHHin GeCNPOBOAHLIX KNHEHTOR
Tun rpadbuka | CropocTe npuema+nape ¥ Bpemsa rpaduka EAMHAULI Hamepenun | MEuTicer. ¥
7.0am
Er
4D
200
10
o
01740 10:17:90 1e:120 10:13:10 10:19:2C 1130 1e:13:40 11330 1e:18:00 11810 10:18:20 11830
50:56:BF:40:FB:1F (RX+TX) Muan: OMGuTc Makc: OMGuT/c Cpea: OMBuTic Mocn: OMGuTic Moa: 0.00MBuTic =
00:12:6F-CBA%0A (RX+TX) Misi: OMGuaTc Makc: OMGuric Cpan: OMGuTIC Mocn: OMGuTic Moa: 0.00MBueric 4
M| 1C:23:2C:10:5FBD (RX+TX) M OMGwTc Marc: TMGu/c Cpea: 1MButic Mocn: MG Tic Moa: 0.00MBuTic )
|| 2C:6E:85:84:1C:02 (RX+TX) Misi: OMGuaTc Makc: TMGuric Cpan: TMGuTIC Mocn: 2M6uTic Moa: 0.00MBueric )
| OuucTuTe gaHHsie | | CoxpaHuTe usobpaxenve |
H ika IP-TV

brmok Hactpoek CepBucel IPTV pacnonoxen B paszpene
CepBucol — Pasnoe. [lng mpocmorpa iptv MO TEXHOJIOTUU
MYJIbTUKACT PEKOMEHYETCs IPOU3BECTH CIIEIYIOIINE HACTPOUKHU:
IGMP npokcu — Bkarounts (/)

Monaep:xkka IGMP snooping — ABromMaTnuecku (2)
IIpeoOpa3zoBanue myabTHKacTa B yHHKacT — WLAN (3)

Ecamn Bei ucnonssyetre IPTV npucrasky (STB) unu mynerumenna
mwieep ¢ mommepxkkod HTTP Proxy (mampumep, vic), To nms
MOBBILLIEHUSI KadecTBa pabOThl PEKOMEHIYETCS HACTPOUTH
IIpeoopa3oBanue myabtukacta B http — LAN (4). B nemsax
0€30MacHOCTH HE PEKOMEHJYETCS HCIIOJIb30BaTh 3HAYEHUE,
BKuroyaromee WAN.

HeobxonuMo 00paTUTh BHHMaHUE, YTO B HACTPOMKaX poyTepa U
MPUCTABKU/TIJIEEpa JOKEH ObITh YKa3aH OAMH U TOT K€ MOPT
UDPXY (35). ITo ymonuanuto ykazan 81 nopr.
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2 DR IA B DRI TRy LT TRt U HaR | Dt UL R e (B e paootahel G UUr |
apwpyTHIaTOp
-1} Pexwm padots

F-{_] Hactpo#ikn cetn
27 HacTpoikn paguo E MexaHuim oSpaboTkH
= eTeEQil akpan
= E MNporpamnian oSpaboTka
1 Cepeep DHCP —
i) Cepeep L2TP E YnanéHHoe ynpasneHue
3 Come (re-068)
{) CWMP (TR-069) “epsnc

) CMHXPOHW3AUWMA BPEMEHM =3 _ -
epeuckl IPTV 3HaueHHe WHipopmauun | Cratyc HacTtponkg

=) Ounamudeckuil DNS P G Ty

) Cepeep Samba/WINS IGMP npoken 1 = ¥ | O cepauce... aanyckaeTeR

L) YuET Tpaduka Noanepxxa IGMP snooping 2 |[reromamecm v

“{)[PazHoe

E{-] ADMHHWCTRMPCBAHWE Nopgepxka IGMP fast leave OTKMKHTE v
-L) Beixon U3 cuCTEMEI MNpeobpasosatie MyNETUKACTS B YHHKACT 3 WLAN v
Mpecbpazosanne MynsTMKAcTa B hitp 4 LAN ¥ | O cepauce... 3anyckaeTcR
Mopr UDPXY 5 a1
DLNA megma cepeep 6 BrriomTe ¥ ||ocepeuce...  |sanyckaerca

Ecnu nposaiinep npenoctaBiasier m3u IUIEHIMCT, €ro MOXXHO
3arpy3uTh Ha Mapuipytusartop, ucnonb3dys DLNA mexua cepsep
xUPNPd (6) mns npocmotpa iptv 6e3 ucnonbszoBanus STB Ha
YCTpOMCTBaX, HE MNOMIEPKUBAIOIIMX TexHoJoruo Multicast.
[TonpoOHast MHCTPYKIHSI TOCTYITHA MO CCBHIIKE:
https://wi-cat.ru/wive-ng/configure-wive-ng/nastroyka-
vstroennogo-dlna-servera-xupnpd-dlya-rabotyi-iptv-bez-stb/
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PykoBoacTBO agMUHHUCTpPATOPA

YiajeHHbIA 10CTYI

AJIMHHUCTpHpPOBaHHE yCTpoicTBa Ha 0Oa3e BcTpamBaeMoit OS
Wive-NG MoxkeT OBITh OCYIIECTBIEHO TOCPEACTBOM web
unrepdeiica, 1u6o ssh. Ilo ymomuanuto goctyn k SSH u HTTP
noctyneH Tonbko co ctoponsl LAN. He pexomenmyercs

otkpsiBath goctyn HTTP nns WAN.
Hactpoiiku moctyma k http, https, ssh, Bkmtouas mopTel st

oOpamieHnss K cepBUCaM, pacIuiokeHbl B pasznene CepBUCHI —
Pa3Hoe — YaganénHoe ynpasJieHue.

YyerHbIC 3alIUCH

Haunnas c Bepcumn 7.4.x, Wive-NG noanepkuBaer co3/laHuE 10
TPEX YYETHBIX 3alMCeil ¢ HE3aBUCUMBIMHU IIpaBaMHu JIOCTYIIA.
VYyeTHas 3anMCh IO YMOTYaHUIO — aAMHUHHCTpaTopckas (Admin /
Admin). AJAMHMHHCTPAaTOp MOXET CO3[aTh YYETHBIE 3alHCH
Ioab3oBaTear u  MeHeaKMeHT, i1  KOTOPbIX  OyayT
OTpaHUYEHbl  OTOOpa)KaeMble U pelaKTUPyeMble  OILHUU.
Hactponika ~ ydeTHbIX  3amuced  JOCTyIlHa B pasjene
AIMUHHCTpPUpPOBaHMe —  Ynpasienne — Hacrtpoiiku
YUY€THBIX 3anucei

IenTpagu3oBaHHOE yIIPpABJICeHHE

BcerpauBaemas OS Wive-NG nognepxuBaer nporokon CWMP
(TR-069 u np). Brxmounte CWMP , ykazate nanneie ACS-
cepBepa W Jpyrue HacTpoOMKW MOXHO B paznene CepBucbl —
CWMP (TR-069). Ha Texyiuii MOMEHT peaii30BaHa MOIEPKKA
Bepcun TR-098 cwmp v.1.8.0, uro mno3BomsieTr paboraTh C
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OONBIIMHCTBOM OTKPBITBIX ACS, cieayomux peKoMeHIalusM
broadband forum, a takxxe ACS cepsepoB D-link Bepcuii 1.0.1 u
1.1.5.

MoHUTOPHHT

Jist cOopa nHpopMalMy U CTATUCTUKHU B OIEPALMOHHON cucTeMe
Wive-NG poctynubel npotokonsl SNMP, LLTD, LLDP, CDP,
Arpwatch. YmpaBieHrue AaHHBIMHM IIPOTOKOJIAMM PACIIOJIOKEHO B
6noke CepBucbl — Pasnoe — CepBucbl HHpOPMALHH H

CTATHCTHKH.
JUis  MOHUTOpHMHTa CcoCTOsSiHHSL — ycTpoiictBa B Wive-NG

peanu3oBansl Watchdog u mnuHroBajgka ONKaWIIuX Y3JIO0B,
KOTOpbIE MOXHO BKIIOYHTH B Oioke CepBucbl — Pa3nHoe —

CucreMHblie.
CocTosiHre MOPTOB (HAIMYKUE JTUHKA, CKOPOCTh MOPTa, AYTICKC),

a TaKkKe CTaTHCTHKAa 1O O0bEeMy MPHUHSATOTO / TEpPeJaHHOTO
Tpaduka oToOpakeHsl B pasaene Hacrpoiikm cetHn —
Hacrpoiikn kommytaTtopa — Cocrosinne Gu3nyeCKUX NOPTOB.
B stom xe paznene B 6imoke HacTpoiikm ¢pusnmyecknux mopros
MOXXHO yKazaTh pacnonoxenue mnopra WAN (1 wm 5),
YCTAHOBUTH PEKUMBI CKOPOCTH U AYIIEKCA BCEX MOPTOB, a TAKXKE

BKJIIOUMTH U HacTpouTh flow control.
CocrosiHue cucTeMbl, BKJIouasi amnraiim, Bepcuto [0 wu

anmapaTHou miIaTopMbl, CTaTyC MOPTOB, CUETYUKH TpaduKa 1o U
untepdeiicam, Hactpoiiku LAN wu jgoctyma B HWHTEpHET
otoOpaxaercs B pazjiene AIMUHUCTPpUpoBaHue — Crartyc
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Peaxumbl padotsl B OS Wive-NG

Berpanaemoe 110 Wive-NG mojyiepKuBaeT HECKOJIBKO PEKUMOB
paboter: Gateway, Bridge, 6ecipoBomHoit kiueHT + AP. Brioparts
HEOOXOMMBIN PEeKUM MOXHO B pazzeiie Peskum padoTsbl.

Pa0ora B peskume 0eClIpOBOIHOM KJIMEHT
[Tpu BeIOOpE pexnma Kiuent + AIl + HImo3(WISP) / Kiuent +

AIl + Mocr(Repeater) B pasznene HacTpoilkm paamo cTaHyT

noctynHbl HacTpoiiku Kinuent/Penurep.
B Gioke AP Client Parameters HeoOxoauMo yka3aTh:
- SSID, K KOTOpOMY HEOOXOIMMO MOJKIIOUUTHCS B KauecTBE

kireHnta 1 MAC agpec TOYKH JOCTYIa, K KOTOPOM HEOOXOAMMO
MOJIKITIOYUTHCS (OMIMOHANBHO). [ns monydeHuss HeoOXOIMMBIX

naHHbIX 00 AP M0kHO BOCTIO/Ib30BaThCsi CKAHUPOBAHUEM.
- Pexum Oe3zomacHoctu, Tun mmdpoBanus u KiroueByro

¢ppazy B coorBerctBUM C TpeboBanun AP, Kk Kkoropoit

MIPOU3BOUTCS TIOJKITFOUYCHUE.
- Kanan, na xoropom paboraet neneBas AP (inGo ycTaHOBUTH

3HaYeHHE «ABTOBBIOOD»)
- B 3aBucHMOCTH OT 3aau MOXXHO BKJIKOYHTH / BBIKJIKYHTh

untepdeiic AP (nns pazgaun wi-fi B kauectBe AP nokanbHbIM
KIIMCHTaM), a TAKXKE Pe’KHM MOCTA.

YacTHpIM CilydaeM paboOThl B KauecTBE OECIpPOBOIHOTO KIMEHTA
apiasiercss WDS. Jloctynno Tpu pexuma: Lazy, Bridge,
Repeater. Pazpaborunku Wive-NG He rapaHTHPYIOT KOPPEKTHYIO
padotry WDS  coBmecTHO ¢  000OpylJOBaHHMEM  JIpYTUX
NPOU3BOIUTENECH, T. K. BO3MOXHBI PACXOKICHUS B pealn3alluu
WDS co cTopoHHHMH yCTpOHCTBaMHU.
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Hacrpoiitku WAN u LAN

N3menutes gaokaasHbiii IP agpec u macky moacerwm st
ycTpoiicTBa Ha 6a3e OS Wive-NG, a Takxke U3MEHUTh UM X0CTa
MoxHO B pazzaene Hacrpoiikn cetm — Hacrtpoiiku LAN. IIpu
CMEHE CETEBbIX PEKBHU3HTOB OyIET MPEAJIOKEHO AaBTOMATUYECKU
M3MEHUTh JIMana3oH aApecoB, BblAaBaeMbix kineHram DHCP
cepBepoM.

Vkazate WAN MTU B cooTrBercTBUM ¢ TpeOOBaHUSMU
omepatopa, a Takxke ckoppektupoBatb MAC aapec WAN
uHTepdeiica, 1100 BOCCTAHOBUTH 3aBOJICKOM, MOXKHO B paszzeiie
Hacrpoiiku cetu — Hactpoiitku WAN.

Hacrtpoiika VLAN

[Ipy HEOOXOAMMOCTH MOXKHO BBIJICIUTH /10 2 TMOPTOB, YKa3aB JJIs

Hux VLAN ID. IToptel ycnoBHO 0003Hauens! TV/STB/SIP.
Hactpoiika ocymecteisercs B paszaeine Hacrtpoiikm cetm —

Hacrpoiiku VLAN — TV/STB/SIP nopt 1/ 2.
[Tocne BHeceHHMs HACTpPOEK TMOpTa, e€ro oroOpaxaemoe

HauMeHOBaHue wu3MeHUTcsa B Onoke CocrosiHHe (l)l/I3I/I‘leCKI/lX

NOPTOB.
Baxno: B mnHactpoiikax VLAN  OZHOBPEMEHHO  MOXHO

3a/ieiicTBOBaTh JiBa uHTEep(deiica ¢ npumenenueM VLAN ID nu6o

¢ paboToif 000MX MOPTOB B PEIKUME MOCTA.
B Wive-NG peanu3oBaHa BO3MOXKHOCTb BBIJIEJICHUS Pa3HbIX

SSID B otmeabHble VLAN. A taxke — Bblmenenue LAN B
VLAN.

COOTBETCTBYIOIIIME HACTPOMKH MOXKHO TIPOU3BECTH B OJIOKe
Hacrtpoiitku cetu —  Hacrpoiiku VLAN — Hacrtpoiiku
WLAN/LAN VLAN.
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Tabdnuna mapmpyTusanuu

ITIO Wive-NG mno3BomsieT 100aBiIsTh MapIIpyThl uepe3 web-
untepdeiic. J[06aBUTh NPaBUIO0 MapUIPYyTHU3ALUNA MOXKHO B
pasnene Hacrpoiiku cetm —  Mapumpyruzanusa. Yxe
CYLIECTBYIOIIME TpaBwia oToOpaxensl B Onoke Tekymas
Tabimua Mapupyru3anuu. B sToM ke pasgene  MOXHO
BKJIFOUMTH MPOTOKOJ AMHAMHYECKOH MapuupyTu3auuu RIP.

QoS

B 3aBucumocTH OT amnmapatHoil MIaTGOpMBI, Ha KOTOPYIO
ycranoBiaeHa OS Wive-NG, noctyneH ompeneieHHbIi Habop
napamerpoB QoS s BKIIOYEHHMS W HACTPOWKH uepe3 web-
untepdeiic. [lomumo Simple QoS u CODEL, nocrynex meinep
Ha ocHoBe HoMepoB moptoB U DSCP. BriGpare HE0OXOMUMBIN
pexum QOS ¥ HACTPOUTH MapaMeTPhl MIECHIIEpA MOKHO B pa3ese
Hactpoiikn cetu — KadecTBo 00C/Ty:KUBAHMS.

Hotspot

1O Wive-NG noanep:xuBaet padoty B pexxume Hotspot o nsym

CLICHApUSAM:
- Berpoennsiit Hotspot-cepsep NoDogSplash
- Pabora c¢ BuemHumu Hotspot cepBucamu mMocpencTBOM

Chillispot (CoovaChilli). B nanublif MOMEHT TOCTYIHBI TPO(PUITU
NpeayCTaHOBKH CleAylomux cepucos: Hotspotsystem, MyWifi,
SAIWifi, Wi-fi System, NetByNet, OTS. Taxxe npoctynHa
pa3BepHyTas pydHas HacTpoiika ajs opraHu3anuud paboThl ¢
T00BIM IpYTUM cepBUCOM. BriOpats TpeOyemsblii Tun xorcnora u
OCYILIECTBUTh HEOOXOAUMBbIC HACTPOMKHM MOXXHO B pasiene
Hacrtpoiiku cetu — XO0T-CIOT.
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HacTpoiika 0ecipoBOAHOI0 MOKPBLITHS U
POYMMHIa

B OS Wive-NG peanuzoBaHa TMOAJEpKKa IPOTOKOJIOB,
o0ecreynBaroIMX MUTPALIMIO MMO3BOJISIIOIIMX CO3AaTh OECIIOBHOE
wi-fi mokpeiTHe. B paznene Hactpoiiku paamo — OcHOBHbIE
npencrasieH Onok HacrTpoiikm poymMHHra, M03BOOJISIONIMMA
BKJIIOUUTh U CKOHQUrypupoBarh mnapaMeTpsl handover u
nporokonbl 802.11k (RRM) u 802.11r (FT). B stom xe Ornoke
MOKHO YCTaHOBUTb MaKCHMaJbHOE YHCIO KIMEHTOB Ha AP,

TaMayThl U T/I.
Paznen Hactpoiiku pagno — OQCHOBHBIE TaKXXe COACPIKUT OJIOK

YnpasjieHue BLIOOPOM AMANA30HA, TTO3BOJISIIONIMN BKIIOUUTh U
ckoH(purypupoBars napameTpsl BandSteering.

Pa6ora ¢ RADIUS

OS Wive-NG umeet Berpoennsiii RADIUS cepBep, BKitounTh 1
HAaCTPOUTh KOTOpbIH MOXHO B paszaene CepBucbl — CepBep
RADIUS. B »toM e pa3ziene mOpeacTaBieHa BO3MOXKHOCTh

CO3JIaHMS U yIAJICHUS TTap «UMS TTOJIb30BaTelIsl — MapoiIby.
Taxxe, OS Wive-NG nogunepxuBaer pabotry WPA2-Enterprise

copmecTHo ¢ BHemHMM RADIUS cepepom. Heobxonumo
yCTaHOBUTH pe:kuM Oe3omacHoctu WPA2 (Enterprise) B Oioke
Hactpoiikn paguo — OcHoBHble — [losuTHKHN 0€30MACHOCTH
1 BBecTH HeoOxomumble pekBu3uThl RADIUS cepBepa B 0Osioke
Hactpoiiku pagno — OcHoBHble — Paauyc-cepsep.



25

CeTteBoil 3KpaH

OS Wive-NG mno3BonsieT ocymecTBiaTrh HacTpoiku Firewall, a
UMEHHO — mpodpoc mNOpPTOB U GUiIbTpanuw Tpadpuka
(TpaH3uTHOrO JMOO AAPECOBAHHOTO K JIOKAJIBHBIM CEpPBUCAM),
ucrnonb3ys pazaen web unrepdeiica CereBoii 3kpan — CeTeBoil
skpan. [lomumo 3TOrO, B IaHHOM pasneie MoxHO OrpaHHYUTH
yucio TCP coenunennii ¢ ogaoro IP u BKJIFOUUTH

[Tepenanpasnenue DNS Ha joKaabHBINA CepBED.
Taxxke peanuszoBaHa mnoanepxkka ALG u DMZ, HacTpoiiku

KOTOPBIX PACIOJIOKEHBI COOTBETCTBEHHO B paszzaenax CereBou
skpan — L3 npuxkiaagnoro ypoBus u CereBoil JKpaH —

JeMuIuTapu30BaHHasA 30HA
B paznene Hacrpoiiku paguo — OCHOBHBIE JOCTyNeH OJIOK

MHomuTka [p0CTYHma, IMO3BOJSIOMIMK CO3/1aTh Pa3pelIAOILY 0
MO0 3aMperiaolly0 NOJUTHKY Ul OeCIIPOBOAHBIX KIMEHTOB C
koHTposem no MAC aapecam.

DHCP cepsep

Web-untepdeiic Wive-NG no3zBonsier nHactpouts DHCP cepsep,
yYKa3aB B YaCTHOCTH JMANa30H BblAaBaeMbIX [P anpecos,TaiimayTsl
n T.4. CoorBerctBytomuii pasnen: CepBucel — Cepsep

DHCP— Hactpoiiku DHCP cepBepa.
biok Tabdauma Ha3Hayenuit cratuyeckux IP  anpecos

MO3BOJIsIET co3aarh cratudeckue mapsl MAC — IP, aiis Beimaun

KOHKpeTHoro [P anpeca ToMmy Wi HHOMY YCTPOMCTBY.
Cnucok BBIJAHHBIX JU3 C yKazaHueM cpoka apenasl, MAC u IP

npencrasieH B 61oke DHCP knueHThI.
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L2TP ceprep

B IIO Wive-NG peanu3oBaHa BO3MOXXHOCTh co3manusi L2TP
cepepa. Paznmen CepBucbi — CepBep L2TP mno3zBossier
BKJIIOUNTh U CKOHGUTYypupoBaTh BcTpoeHHBIM L2TP cepsep, a
TaKKe Cco3JaBaThb W YJAISATh WHAUBUIYyalbHble mapbl «Mwms
nonb3oBatesst — Ilaponb»

IP Accounting

s yaera tpaduka B Wive-NG peannzoBaH akkayHTHHT. [[71s1 ero
pabotel TpeOyercsi otkmounTh offload, uyto wumeer cBou
MO/IBOJTHBIE KAMHM — TIOCJI€ OTKJIFOUEHUS aNapaTHoil 00paboTKu
Tpaduka cymMMapHasi MPOU3BOAUTEILHOCTh CHU3UTCS. BriarounTh
AKKaAyHTUHT W OTCJEKHUBaTh MHPOPMALUIO O Tpaduke MOXHO B
pazaene CepBucel — Yuér Ttpaduka. IIpenBaputenbHo
n3MeHuTh mapamerpbl offload moxno B Onoke CepBucbl —
Pa3znoe — Mexanu3m 00padoTKH.

IIpoune HACTPOUKHU

Paznen CepBucsl — Pa3Hoe coaepkuT OOJbIIOE YHUCIO
[IapaMeTpOB, CrPYIIIMPOBAHHBIX MO 00JaCTH MPUMEHEHUS:
Mexanuzm o6pabotku, Ilporpamuas o6pabotka, VYmanéHHoe
ynpasienue, Cepsuc, Cepsucel IPTV, CepBuchl nndopmauu u
cratuctuky, IIpamon mnponyck, Cucremneie, OcTanbHble —
Bkitovas QinQ, Spanning Tree, nactpoiiku TTL u T. 1.

Cucrema JIOTUpPOBaHUA

B paznene AamuHucTpupoBanne — CHCTeMHBIH KypHAJ
goctymneH Jsor cucrembl. IlommMo mpocmoTpa sora B web
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unTepdeiice b0 mocpeacTBoM ssh, JOCTyITHA BBITPY3Ka Jiora Ha
ftp cepmep. JlocTymHa HacTpoiika YpOBHSI JIOTUPOBAaHHUE —
BKJIFOUEHUE / OTKIIIOYEHHE JIOTOB YPOBHSI si/Ipa.

KonTakTHbLIC 1aHHBIE

VYrny6nennast uHdopmanys, TCOpeTUUECKUN MaTepua U MpuMepbl
HACTPOEK pa3MENIeHbl Ha caifte https://wi-cat.ru/ B paszzaene
Cratbu.

Texnnueckass mnomnepxkka s IlapTHepoB oka3pIBaeTcsi MO
AIIEKTPOHHOM MOUTE: support@wi-cat.ru

Texnnueckas mnopaepxkka 1 I[lomb3oBareneld  Oka3bIBaeTCA
nocpencTBoM popyma: https://wi-cat.ru/forums/

AxkTyanbHble cTa0uibHbIE U TecToBble Bepcuu [10 mocTynHbl 1s
ckaunBaHMs: https://sourceforge.net/projects/wive-ng/files/



https://sourceforge.net/projects/wive-ng/files/
https://wi-cat.ru/forums/
mailto:support@wi-cat.ru
http://wi-cat.ru/
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HcTopus usMeHeHM TOKYMEHTAIIUA

Bepcus 1.1.0:
* Jlononaena rnaBa «O0HOBIEHUE BeTpamBaemoit OS Wive-
NG».

* OrpenaktupoBana raBa «Co3gaHue O€CPOBOIHON CETH
B COOTBETCTBUHU C OOBeAMHEHWEM paszaenoB Hactpoiiku
Panno — OOmme u be3onacHOCT.

* Bneceno wucnpasnenue B raBel «Pa6ora ¢ RADIUSH,
«CeteBoil DJkpaH» B COOTBETCTBHU C OOBEIUHEHUEM
pasnenoB Hactpoiiku Pagno — OO6mue n bezonacHoCTs.



